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The Privacy Policy
1. General regulations
1.1. This Privacy Policy for Personal Data (hereinafter - «the Policy») applies to all information posted at: http:/dBcard.ru, which Users can get about persons registered in the Application during the use of the Application, its Services and products.

 The use of application services means the unconditional consent of the User to this Policy and its terms for processing his\her personal information; in the case of disagreement with these terms, the User must refrain from using the services.
1.2. The Policy applies to relations in the field of personal data processing that have arisen by the Operator both before and after the approval of this Policy.
1.3. In accordance with the requirements of article 18.1, paragraph 2, of The Personal Data Act makes this Policy publicly available on the Internet Information and Telecommunications Network on the Operator’s website: http://dBcard.ru
1.4. Key concepts used in the Policy:
personal data - personal information that the User provides about himself\herself when registering (creating an account) or using Services, including personal data of the User. The mandatory information for the Services is marked in a special way. Other information is provided by the User at his\her discretion.;
processing of personal data - any action (transaction) or combination of actions (transactions) with personal data, whether or not automating. Personal data processing includes:

· collection;

· recording;

· systematization;

· accumulation;

· storage;

· clarification (updating, changing);

· extraction;

· using;

· transfer (dissemination, providing, access);

· depersonalization;

· blocking;

· removing;

· destruction;
automatic processing of personal data - a computer processing of personal data;
dissemination of personal data - actions aimed at disclosure of personal data to an unknown group of persons;
providing of personal data - actions aimed at disclosure of personal data to a certain person or certain group of persons;
blocking of personal data - a temporary discontinuation of personal data processing (except if the processing is necessary to clarify personal data);
destruction of personal data - actions that make it impossible to restore personal data content in the personal data information system and (or) that result in the destruction of physical personal data carriers;
depersonalization of personal data - actions that make it impossible, without the use of additional information, to determine the identity of a particular subject of personal data;
Personal Data Information System is a set of personal data contained in databases and information technology and technical facilities that support their processing;
transborder transfers of personal data is a transfer of personal data to the territory of a foreign State, to the authority of a foreign State, to a foreign natural person or to a foreign legal person;
confidentiality of personal data is mandatory for the person who accessed the personal data, requirement to prevent its dissemination without the consent of the subject or other legal basis;
“cookies”, “cookie” is a small fragment of data sent by web server and stored on the User device. Cookies contain small text fragments and are used to store browser information. They allow the storage and retrieval of identity and other information on computers, smartphones, telephones and other devices. «Cookies» specifications are described in RFC 2019 and RFC 2965. Other technologies are used for the same purpose, including data stored by browsers or devices, device identifiers and other software depersonalization. In this Policy, all these technologies are called “cookies”.
“IP address” is the unique network address of a host in a computer network built according to IP protocol.

1.6. Basic rights and obligations of the Operator.

1.6.1. The Operator has the right:

1) to determine the composition and list of necessary and sufficient measures to secure the fulfillment of responsibilities under the Personal Data Act and made under it laws and regulations, unless otherwise provided by the Personal Data Act or other federal laws;

2) to assign the processing of personal data to another person with the consent of the personal data subject, unless otherwise provided by federal law on the basis of a contract concluded with that person. The person who processes personal data on the instructions of the Operator is obliged to comply with the principles and rules of personal data processing provided by the Personal Data Act;
3) in the event that the subject withdraws consent to the processing of personal data, the Operator is entitled to continue processing personal data without the consent of the subject of personal data, provided that there are grounds specified in the Personal Data Act;

4) to use AppMetrica (all data that AppMetrica processes are not personalized. AppMetrica reports display only technical data. They cannot be used to identify the User).  

1.6.2. The Operator is obliged to:

1) organize the processing of personal data in accordance with the requirements of the Personal Data Act;
2) respond to requests from personal data subjects and their legal representatives in accordance with the requirements of the Personal Data Act;

3) inform the competent body for the protection of the rights of persons with personal data (Federal Service for the Supervision of Communications, Information Technologies and Mass Communications (Roskomnadzor)) at the request of this body of the necessary information within 30 days from the date of receipt of the request.

1.7. Basic rights of the personal data subject. The personal data subject has the right to:

1) receive information relating to the processing of his\her personal data, except as provided by the federal law. The information is available to the subject of personal data in an accessible form by the Operator and does not contain personal data relating to other subjects of personal data, unless there are legitimate grounds for disclosure of such personal data. The list of information and the procedure for obtaining it is established by the Personal Data Act;
2) require the operator to clarify, block or destroy personal data if personal data are incomplete, outdated, inaccurate, illegally obtained or not necessary for the stated purpose of processing, as well as taking measures prescribed by the law to protect their rights;

3) require prior consent in processing personal data in order to promote goods, works and services on the market;

4) appeal to the Roskomnadzor or the courts against unlawful acts or omissions of the Operator in the processing of his\her personal data.

1.8. Compliance monitoring with the requirements of this Policy is carried out by the authorized person responsible for arranging the processing of personal data from the Operator.

1.9. Liability for violation of the requirements of the legislation of the Russian Federation and the regulations of the Operator in the field of processing and protection of personal data is determined in accordance with the legislation of the Russian Federation.

2. Purposes of personal data collection
2.1. Personal data processing is limited to specific, predetermined and legitimate purposes. Personal data processing incompatible with personal data collection purposes is not permitted.

2.2. Only personal data that are suitable for processing are processed.

2.3. The processing of personal data by the Operator is carried out for the following purposes:
2.3.1. The User identification, when using the Service, for placing an order.
2.3.2. Providing the User access to personalized service resources.
2.3.3. Provide feedback to the User, including notifications, requests concerning the use of the Service,  the provision of services, the processing of requests from the User.
2.3.4. Definitions of the location of the User to ensure security, prevent fraud.
2.3.5. Validation and completeness of personal data provided by the User.
2.3.6. Create an account for purchases if the User agrees to create an account.
2.3.7. Processing and receiving payments from the User.
2.3.8. Providing the User with effective customer and technical support in the case of problems related to the use of the Service.
2.3.9. Providing the User with the User’s consent, product updates, special offers, price information, newsletters and other information on behalf of the Operator or on behalf of the Operator’s partners.
2.3.10. Carrying out advertising activities with the consent of the User.

3. Legal basis for processing personal data
3.1. The legal basis for processing personal data is the totality of normative legal acts, pursuant to which and in accordance with which the Operator processes personal data, including:

· The Constitution of the Russian Federation;

· The Civil Code of the Russian Federation;

· other legal acts regulating relations related to the activities of the Operator.

3.2. The legal basis for processing personal data is also:

· contracts concluded between the Operator and the User;

· consent of personal data subjects for processing of their personal data.

4. Volume and type of personal data processed,

categories of personal data subjects
4.1. Personal data permitted to be processed under this Policy and provided by the Users by filling in relevant input fields when using the Service may include the following information:
· Surname, first name and patronymic (the full name);

· mobile number;

· e-mail address.

4.2. Personal data permitted to be processed under this Policy and automatically transmitted to the Operator in the course of using the Service by means of software installed on the User’s device may include the following information:
· IP address of the User device;

· «cookie» data;

· information about the User browser;

· technical specifications of the device and the software;

· date and time of access to the Service;

· Website addresses requested by the Service;

· geographical coordinators of the User’s location.


5. Procedures and conditions for processing personal data
5.1. The processing of personal data is carried out by the Operator in accordance with the requirements of the legislation of the Russian Federation.

5.2. The processing of personal data is carried out with the consent of the User for the processing of their personal data, as well as without that in the cases provided for in the legislation of the Russian Federation.

5.3. The operator processes the personal data of the User by means of a personal data information system without the use of automation means in accordance with federal laws and other normative legal acts of the Russian Federation, establishing requirements for ensuring the security of personal data in its processing and for respecting the rights of subjects of personal data. Such actions with personal data as using, clarification, distribution, destruction of personal data in relation to the User, are carried out with the direct participation of employees of the Operator in accordance with the peculiarities, approved by the Russian Government’s Decision No. 687 of 15.09.2008.

5.4. The Operator processes and stores the User’s personal data within the period defined by the User Agreement.

5.5. The disclosure of personal data to third parties and the dissemination of personal data without the consent of the User is prohibited, if no other provision under the federal law.

5.6. The transmission of personal data to bodies conducting initial inquiries and investigations and other authorized bodies is carried out in accordance with the current legislation of the Russian Federation.
5.7. The operator takes the necessary legal, organizational and technical measures to protect personal data from improper or accidental access, destruction, modification, blocking, dissemination and other unauthorized activities, including:
· identifies threats to the security of personal data during processing;

· adopts local regulations and other documents regulating relations in the field of processing and protection of personal data;

· appoints persons responsible for ensuring the security of personal data in the structural units and information systems of the Operator;

· creates the necessary conditions for working with personal data;

· organizes the registration of documents containing personal data;

· manages information systems processing of personal data;

· stores personal data in conditions that protect them and prevent improper access to them.

5.8. In the collection of personal data, including through the Internet information and telecommunications network, the Operator provides recording, systematization, accumulation, storage, clarification (updating, changing), extraction of Russian citizens’ personal data, using databases located in the territory of the Russian Federation, except in the cases specified in the Personal Data Act.

5.9. The Operator stops processing the User’s personal data, which are processed with their consent, upon expiry of the User’s consent for processing, as well in the case of detection of improper processing of personal data or liquidation of the Operator.

6. Updating, changing, removing and destruction of Personal Data, 
replies to the subjects’ inquiries for access to personal data
6.1. The User can change, update, add or delete personal information or parts of them using the Service interface at any time.

6.2. In the case of the Operator’s own finding of incomplete or inaccurate the User’s personal data, the Operator takes all possible measures to update personal data and make appropriate corrections.

6.3. If incomplete or inaccurate personal data of the User cannot be updated, the Operator takes steps to remove them.

6.4. In the case of detection of improper processing of personal data of the User, the Operator blocks improperly processed personal data related to this User and personal data will be deleted. 

6.5. If the Service interface is not functional or if the Service does not have the functionality to modify, update, add or remove personal data by the User as well as in any other cases, the User has the right to request in writing that the Operator clarifies the personal data, blocks or destroys them if personal data are incomplete, outdated, inaccurate, illegally obtained or not necessary for the stated purpose of processing.
6.6. The Operator makes necessary changes to personal data that are incomplete, inaccurate or irrelevant within a period of not more than seven working days from the date on which the User provides evidence that personal data are incomplete, inaccurate or irrelevant.

6.7. The Operator destroys the User’s personal data illegally obtained or not necessary for the stated purpose of processing within seven working days from the date of the User’s submission of the information, confirming that such personal data are obtained illegally or are not necessary for the stated purpose of processing.
6.8. The Operator notifies the User of the changes made and measures taken and takes reasonable steps to notify third parties to whom the User’s personal data have been transmitted.
6.9. The User’s rights to modify, update, supplement or delete personal data may be restricted as required by law. Such restrictions may include, particularly, the obligation of the Operator to maintain modified, updated, supplemented or deleted personal data by the User for a period specified by law and to transmit such personal data to the public authorities in accordance with the established procedure.
6.10. The User has the right to receive from the Operator information concerning the processing of the personal data, including:

· acknowledgement of the processing of personal data by the Operator;

· legal basis and purposes for processing personal data;

· purposes and the Operator’s personal data processing techniques;

· name and location of the Operator, details of persons (excluding the Operator employees) who have access to personal data or who may be disclosed personal data on the basis of a contract with the Operator or under the federal law;

· processed personal data relating to the User concerned, the source of their receipt, unless otherwise provided by the federal law;
· personal data processing times including retention periods;
· procedure for the User’s exercise of the rights provided for in the Federal Act of 27 July 2006. N 152-FL «On Personal Data»;

· information on existing or proposed transborder data transfers;

· Name or the full name and address of the person who processes personal data on behalf of the operator, if the processing is or will be entrusted to such person;

· other information specified by the law.

6.11. The Operator provides free access to personal data processed and stored in the Operator’s Information System on the User’s request or within 30 days of the User’s written request.

6.12. If the Operator refuses to provide information on the existence of personal data about the User or personal data to the User at the request of the User the Operator provides a reasoned response in writing grounds for such refusal, within fifteen days of the User’s request or from the date of receipt of the User’s request. 
7. Personal Data Collection with Cookies
7.1.  «Cookie» files transferred from the Operator to the User device and from the User to the Operator can be used by the Operator for personal data processing purposes in accordance with this Policy.
7.2. The User agrees that his\her devices and software used to work with the Services may have the function of prohibiting transactions with «cookie» files for any or certain sites and applications, as well as the function of deleting previously received files «cookie» (e.g. private browser mode).
7.3. The operator is entitled to require the User’s device to be allowed to receive «cookies».
7.4. The structure of the «cookie» file, its content and technical parameters are defined by the Operator and can be changed without prior notification of the User.
7.5. Counters placed by the Operator in the Service can be used by the Operator to analyze «cookie» files and collect personal data about the use of the Service with the aim of improving the quality of the Service, the level of convenience of their use, improvement of the Service. The technical parameters of counters are defined by the Operator and can be modified without prior notification of the User.
8. Consent to the processing of personal data
8.1.  The User decides to release the personal data and agrees to its processing freely, of his\her will and in his\her interest.

8.2.  The consent to the processing of personal data given by the User is specific, informed and conscious.

8.3.  In the case of processing of the User’s personal data on the basis and in implementation of the User Agreement, defining the use of the Service, and other contracts between the User and the Operator concluded using the Service, such processing of personal data of the User is carried out on the basis of article 6, paragraph 5, of the Federal Law of 27 July 2006. N 152-FL «On personal data» and does not require separate consent.

8.4.  In the case of processing the User’s personal data on the basis of the User’s separate consent to such processing, directly expressed when using the Service by pressing the appropriate button or by ticking the indicator of the corresponding check box, such consent for the processing of personal data is given by the User in the form of an electronic document signed by a simple electronic signature in accordance with the User Agreement defining the use of the Service.

8.5. Consent to the processing of personal data may be withdrawn by the User in accordance with the procedure established by the law.
9. The final clauses
9.1. When the User starts using the Service, he\she agrees with the terms of this Policy. If the User does not agree with the terms of this Policy, the use of the Service must be terminated immediately.

9.2. The law of the Russian Federation applies to this Policy and to the relations between the User and the Operator arising from the application of this Policy.

9.3. All suggestions or questions about this Policy the User is entitled to send to the Operator’s e-mail: support@dbcard.ru
9.4. The Operator may modify this Privacy Policy without the consent of the User.
9.5. The new Privacy Policy enters into force from the moment it is posted on the dBcard.ru, unless otherwise provided by the new Privacy Policy.
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